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Abstract: In Brazil, energy consumption data of home users 
is mostly gathered on a monthly basis collected “in loco” by 
company personnel at customer premises. New features of 
automatic meter reading (AMR) and advanced metering 
infrastructure (AMI) can make consumption data readily 
available to both, users and providers, but pose several 
challenges of securing collected data. In order to earn trust 
and build confidence of customers, automatic meter 
systems should ensure data protection and fulfil security 
requirements. The strong regulation about citizen privacy in 
Germany lead to some interesting approaches to technology 
developments in this specific area. This paper discusses 
some security issues critical to AMI systems, developments 
aimed at data protection, privacy preserving on smart 
meters and relate them to Brazilian regulations of energy 
meter systems. 

Keywords: Smart grid, AMI, smart meters, security and 
privacy issues, regulations. 

1 Introduction 

Smart grid is used to describe the integration of power, 
communications, and information technologies for an 
improved electric power infrastructure serving loads while 
providing for an ongoing evolution of end-use applications 
[1]. On its path to smart grid deployment, system designers 

are concerned with assuring a smooth transition from a 
possibly energy-inefficient and proprietary system to an 
open system, with highly dynamical data about power 
generation and consumption profiles [66] being used to 
control interconnected power systems. Moreover, smart 
grid as a critical infrastructure presents special requirements 
with respect to security, privacy, robustness, and 
survivability. 

One of the steps to a smart grid is the roll-out of smart 
meters

1
 at customer premises as part of automatic meter 

reading (AMR) systems. The roll-out of smart meters in 
several countries turned out to be not so simple: customers 
have been complaining of lack of transparency about 
services provided (e.g., Time-of-Use, TOU), costs, and data 
privacy [2] [3]. In Brazil, initial goals for utilities when 
installing AMR were to mitigate electricity theft and allow 
remote meter reading and remote actuation. Lessons were 
learned from its use: AMR caused an increase in regular bill 
payments, decrease in energy customer demand, decrease 
of accidents related to illegal wiring [4][5] but, also an 
increase in complaints related to measurement errors and 
lack of information about real time energy consumption 
[6][7][8]. These facts motivate studies about regulation 
impacts on AMR deployments and reveal challenges to the 
roll-out of this technology in Brazil [9][10]. 

Security of smart meters is a concern of many players: 
customers, industry, utilities, government among them. 
While privacy and billing fairness play an important role for 
customers, utilities are also interested in correcting data to 
efficiently manage their services, protecting their assets and 
keeping competitive in the market. Government concerns 
are about ensuring the operation of critical infrastructures 
while industry needs refer to the trade off between costs 
and a specified security level. Those are a few examples of 
how wide the range for security requirements can be. 
Therefore, a clear identification of players and their security 
requirements is needed to establish successful policies and 
standards aimed at supporting a sustainable evolution of 
smart grids.  

Security management includes risk management, 
information security plans and policies, procedures, 
standards, guidelines, baselines, information classification, 
security organization, and security education [11]. A 
systematic approach for the design and implementation of a 
cyber-security programme for smart grid should be adapted 
to meet the business and security protection needs of each 
organization or application. Each organization should 
develop a cyber-security strategy for the implementation of 
its portion of the overall security programme [11]. 

Privacy relates to the right to “informational self-
determination”, that is, a citizen has the ability to determine 
the uses of its personal information [12]. For example, in 
Germany, as an explicit constitutional right, citizens can 
control if and how their information can be obtained and 
used [13]. One typical approach for preserving privacy is to 
limit the control and storage of data that can be considered 
personal by using the principle of “data minimization", 
which means aiming at minimizing the personal data needed 

                                                           
1 Throughout this paper, this term will refer to electrical energy 
meter, unless stated otherwise. 
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to be disclosed to third parties. Even doing that, the 
customer has to trust in all players involved in the 
information processing path (data gathering, transmitting, 
processing, storing, etc.). This confidence is difficult to gain 
[14] and data protection certainly imposes additional costs. 

Having in mind security and privacy issues in the smart grid 
context, the new distributed intelligence should be designed 
and implemented to provide data protection on the several 
data processing units and on the communication system 
that compose the power system [15]. Assuming the National 
Institute of Standards and Technology (NIST) conceptual 
model [16], the interconnection of the seven domains (Bulk 
Generation, Transmission, Distribution, Customer, Markets, 
Service Provider and Operations) of a power system 
requires a highly-distributed and hierarchical system, as an 
integrated set of data networks. These data networks are 
not homogeneous in terms of technologies but chosen to 
meet data transfer requirements imposed by several types 
of applications or environments. For example, data transfers 
among electrical energy distribution and operation centres 
deal with large amounts of data and require high-
performance communication networks usually deployed as 
optical communication (physical layer). On the other hand, 
data transfers from meters used for billing purposes are 
usually based on short messages, periodically sent to a 
server. Examples of physical layer technologies [17] 
supported by meters are wireless (M-Bus, IIR, Zigbee, WiFi, 
LTE, GSM, proprietary, etc.) and wired (DSL, PLC, CSMA and 
extensions, fibre or proprietary, etc.). 

The communication services and protocols implemented to 
support smart grid applications should be carefully assessed 
in terms of data protection and security. The privacy and 
security solutions should not compromise meeting the 
mandatory smart grid requirements of continuous 
operation. Figure 1 presents a pictorial example of 
connections (data, energy flow) of a distribution system and 
some possible vulnerabilities targeted by cybercriminals. 

This work intends to contribute with a discussion about 
possible approaches to develop or apply new technologies 
as well as subsidize regulators and players to harmonize 
national and possibly international standards related to 
security and data protection in smart metering systems. Our 
particular focus is the standards/technologies aiming at the 
AMI roll-out in Brazil. The perspective of the European 
experience enlightened some interesting points about data 
protection and security to smart meters. 

The paper is structured as follows: section 1 establishes the 
context whereby smart meters and their security issues will 
be approached; section 2 presents some smart meter roll-
out experiences worldwide including Brazil and section 3 
presents some concepts needed to understand the 
contributions of this paper. Brazilian regulations about 
energy metering system, data security and privacy, and 
main players are presented in section 4. Section 5 brings a 
discussion and conclusion about the aforementioned 
themes. 

 

 

Figure 1: Example of connections and possible vulnerabilities points. 
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2 Smart meters worldwide 

Diverse motivation for smart grid implementation can be 
found worldwide.  The European Union focus is related to 
the use of renewable energy electricity, saving of energy 
consumption and replacement of at least 80% of traditional 
meter by smart meters by 2020 [19]. Although there is a 
common target for the deployment of intelligent metering 
systems in all EU member states, the development is quite 
diverse, with different countries applying different 
approaches in terms of market model, technologies, and 
objectives. So far, only two countries have completed a full 
roll-out of smart metering systems, namely Italy and 
Sweden, and in both cases the degree of smartness of the 
metering systems tends mostly to remain on the level of 
remote meter reading. Some countries have not considered 
smart metering at all, whereas in other countries the whole 
idea is subject to a very broad and public discussion, as for 
instance in the Netherlands where data privacy issues 
toppled the attempt to have a mandated roll-out [20]. 

In charge of the smart meter roll-out in Germany is the 
“Bundesministerium für Wirtschaft und Technologie” 
(BMWi, Federal Ministry of Economics and Technology). The 
definition of the security technical details for the smart 
meter system is a task of the “Bundesamt für Sicherheit in 
der Informationstechnik” (BSI, the Federal Office of 
Information Security): a protection profile (PP) (or common 
criteria) for smart meter gateways and security module is 
under development. Also a task of the BSI is the 
development of a technical guideline (TR 03109) which 
describes how the communication related details of the 
whole smart meter infrastructure have to be implemented 
to provide security and interoperability. 

In the United States, nearly 5 million homes have smart 
meters, digital electricity gauges equipped with wireless 
communication. According to the Institute for Electric 
Efficiency, about 65 million smart meters will be working in 
american homes by 2020 [21]. 

In Asia, the installed base of smart meters in China will reach 
377 million by 2020, growing from 139 million in 2012.  The 
penetration rate for smart meters will reach 74 percent in 
the same year. [22]. The Japanese government wants about 
80% of nationwide electricity consumption to be covered 
with smart meters by 2017 [23]. In South Korea, they plan to 
install smart meters in all homes by 2020 [24]. 

Brazil already has a clean energy matrix and is the second 
largest producer of hydroelectricity in the world (after 
China) [25]. Thus, Brazilian motivations for smart grid are 
related to a better Quality of Service (QoS) provisioning and 
non-technical losses reduction. These losses are mainly 
related to theft and are very high compared to global levels 
[26]: they include meter tampering, violation and/or 
modification of gear teeth on mechanical meters, stealing of 
digital meters (wiring violation), stealing of energy directly 
from the distribution network wiring, among others [5]. In 
Brazil, a  typical AMR system with anti-fraud features uses a 
gateway that collects data from several energy meters and 
forwards to the utility as well as receives and places 
commands to switch-on/off energy supply (remote 

actuation, or remote service connects or disconnects). The 
gateway and energy meter sensors are placed out of reach 
of the consumer but an end user can display its energy 
consumption on its premises through a device connected to 
the energy meter, wireless or by power line communication 
(PLC) [5][27][28]. This technology is also useful to hard-to-
access locations and paves a path to implement prepaid 
energy for low income customers, an important step to 
encourage them to learn how to control (or be aware of) 
their energy consumption [29]. Nevertheless, the 
technology itself does not solve the problem: education and 
information must be provided to the public to avoid stealing 
recurrence. As also reported, recurrence occurs on 40% of 
the cases where no clear information about energy charges 
and power consumption is given [5]. An average reduction 
of the previous energy demand is perceived once the ex-
illegal consumer is correctly charged [4]. Section 4 
approaches specifically the Brazilian context for smart 
metering roll-out. 

It is interesting to point out that differently from Brazil, 
where the billing period for a domestic customer is one 
month, in EU countries the electricity billing period is usually 
related to a contract (in Germany it can be as long as one 
entire year, in UK 3 months, in France 2 months, etc.). The 
feedback on energy consumption clearly affects the energy 
awareness of the customer [30]. Smart meters, if designed 
to provide a meaningful display of the energy consumption, 
could increase customer awareness about TOU, tariff 
periods, etc., clearly impacting on sustainability goals. 

3 Security and privacy issues in the smart grid 

Enforcing security and privacy issues is of vital importance 
for a broad acceptance and, hence, a successful deployment 
of the smart grid. Security requirements are usually defined 
by means of protection goals. The basic protection goals are 
confidentiality, integrity, and availability. Particularly, 
confidentiality and integrity of the data in the smart grid are 
of high importance; only authorized persons should be able 
to access the data, and unrecognizable modifications of the 
data have to be prevented. The protection profile defined 
by BSI [31] focuses on confidentiality and integrity since the 
smart grid has to be designed in a way that ensures its 
functioning even if smart meter gateways fail. 

To prevent possible attacks, it is also important to ensure 
that the origin of messages can be verified, i.e., to ensure 
the authenticity of data. Integrity and authenticity is 
required for billing data as well as for data regarding the 
load situation and for controlling data sent within the smart 
grid. Furthermore, auditing is relevant for checking events 
occurred; e.g., security relevant events, but also 
transmission of relevant billing information should be 
logged. 

While data security refers to all kind of information, data 
protection or privacy refers to personal information. 
Detailed information about energy consumed by the 
customer arising in the smart grid can imply serious privacy 
risks. Information about energy usage reveals the absence 
of users. Moreover, several investigations have shown that 
detailed information about consumer habits can be derived 
from such information [32]. 
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Given these potential threats, a thorough security analysis 
and the introduction of appropriate security measures are 
indispensable for the smart grid. Due to the scale of data 
volume to be collected and processed at a smart grid (for 
example, a large number of devices generating data over 
small time intervals), the process of analysing data for 
security reasons is classified as a big data problem. Since 
many smart grid applications have stringent real time 
requirements,  the additional processing overhead imposed 
to cope with security policies should be considered on real 
time scheduling analysis, as pointed out in [35]. The 
following section will only highlight some security problems 
on the example of smart meters and communication to 
illustrate possible problems. 

3.1 Smart meter 

A traditional electromechanical meter presents the value of 
the accumulated consumed energy over a large time period. 
This information does not allow any conclusion on variations 
of consumption over time since the last meter reading. 
Modern electronic solid state meters are able to measure 
the load over time, process the data, submit it and receive 
and process data as well, e.g., requests for actual meter 
data, tariff information, commands for a remote 
(dis)connection and/or load limitation, firmware updates, 
etc. This data can be transmitted from the metering device 
(or the associated communication module) and the back-
end energy distribution management system through a data 
network. 

New features of AMR and AMI are: automatic processing, 
transfer, management and utilization of metering data plus 
automatic management of meters. According to [17], these 
systems should provide 2-way data communication with 
meters and meaningful and timely consumption information 
to the relevant actors and their systems, including the 
energy consumer. It should also support services that 
improve the efficiency of energy consumption and of the 
energy system (generation, transmission, distribution and 
especially end-use). Other examples of meter features are 
prepaid energy, ability to provide immediate response to 
power shortages, ability to meter energy in both ways (at 
prosumers

2
), report generation, etc. 

Although an AMR/AMI system makes consumption data 
readily available, it also poses several challenges for 
securing the collected data. The AMR/AMI information 
infrastructure requires a reliable communication to achieve 
the desired results: it should be secure for customers, 
ensure that personal data will not be collected and misused 
by third parties, that measurements will reflect the correct 
energy consumption, while responding timely to many 
conditions in energy supply and demand. In addition. it 
should be secure for utilities in order to guarantee that 
energy consumption measurements are correct and no theft 
exists. 

Vulnerabilities and threats are security aspects that need to 
be considered early in the application development process 
[1]. Idaho National Laboratory (INL) [18] reported that 
security solutions for meter systems are not trivial due to 

                                                           
2 Prosumers:  producer and consumer. 

their scale and the lack of knowledge of their behaviour 
under undesired conditions, for example, cyber-attacks. 

Smart meters at customer premises must consider 
technologies that resist physical tampering of meters or 
violation of embedded software and hardware: metrology 
aspects in the implementation of the metering system 
should have their protection considered in the meter model 
approval process.  The system should be submitted to the 
approval process of a national metrology entity that certifies 
that the whole path of measurement information flow, 
starting at its generation and ending at the consumer 
exhibition, that is, the legally relevant chain, preserves the 
correct value of the measurement. In Brazil, the 
requirements related to the meter software were set 
according to the European Cooperation in Legal Metrology 
(WELMEC 7.2) and International Organization of Legal 
Metrology (OIML) as summarized in Table 1 [6]. Besides 
these requirements, validation evidences are also required 
from the meter manufacturer. These evidences should 
provide detailed description of the used techniques in the 
software validation process, together with the results of the 
implemented tests. They were aimed at controlling new 
software releases or software updates (correction of known 
errors, enhancements, etc.) to assure their compliance to 
the approved software. 

Table 1: Meter software requirements. Adapted from [33]. 

Item Meter Software Requirements 

Embedded 
software 

software identification, user and 
communication interfaces and protection 
against changes; 

Data 
transmission 

completeness, integrity, authenticity, 
confidentiality of keys, handling of corrupted 
data, delay and availability of transmission 
service; 

Software 
Separation 

distinction of legally relevant software and 
not relevant, protective software interface 
and mixed indication; 

Download of 
legally 
relevant 
software 

software releases and/or updates control; 

Fault 
recovery 

authentication, integrity, software 
traceability and download consent; 

Adequacy of 
the device 
display 

clarity and completeness, meter parameter 
configuration; 

Dynamic 
behaviour 

data display update (e.g., in regular time 
intervals). 

 

In Brazil, the approval process of an electrical energy meter 
requires from the manufacturer the disclosure of the legally 
relevant software (source code) to the national metrology 
agency (Brazilian Metrology, Quality and Technology 
Institute - INMETRO). As described in [33], the evaluation is 
based on the software documentation and a careful 
checking of the data flow over the entire legally relevant 
chain. The evaluation checks if security/safety requirements 
are met and applies test cases. The provided software 
documentation allows for consistency checking and tracking 
of legal relevant variables.  The test cases include also 
vulnerabilities scanning. The analysis of the source and 
object codes does not guarantee that the provided 
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executable code refers to the version approved. The 
mapping of the expected behaviour described in a source 
code language should be checked against the available 
executable code. A process called “software integrity 
verification” should be able to identify the approved 
software version among distinct versions based on 
cryptographic schemes. Without approval of the national 
metrology agency, an electrical energy meter model cannot 
be used for billing purposes. 

In order to deserve customer trust, each new feature or 
software update on a specific meter model should be free of 
bugs which can lead to potential measurement errors 
and/or security breaches. The updates should also be 
validated by metrology agencies as trusted solutions, 
therefore requiring each time the process of software 
integrity verification, a very laborious and time-consuming 
task, which may even lead to security problems itself, as it 
makes timely updates for security-critical bugs more 
difficult. One typical approach to circumvent this problem is 
to keep the core functionality which requires certification 
very small, and therefore easier to certify [33]. Further, 
trusted platform module (TPM) and similar approaches can 
be used to verify that the software running on a meter is 
certified. 

3.2 Communication systems 

To some extent, smart grid communication requirements 
are comparable to those found on industrial communication 
networks, for example, industrial control, supervisory 
control and data acquisition (SCADA), distributed control 
(DCS) and/or process control (PCS) systems.  
Communication systems designed to match industry 
requirements, as well as those meant for power systems, 
had been mostly based on closed proprietary solutions. One 
claimed reason for proprietary solutions was the thesis that 
limited availability of open documentation (all under the 
control of the solution provider) would lead to a higher level 
of data protection, which is not true [34]. Nowadays, the 
industry and power system communication deployments 
are moving to open standards: the immediate benefits are 
better interoperability and cost reduction through more 
choices of solution providers and a wide knowledge base 
shared among users. Closed protocols or not, a smart grid 
communication subsystem must be designed to avoid 
security breaches: data transmissions are subject to 
eavesdropping, jamming, data interception and/or 
modification, transmission delays or transmission blocking.  
Independent of the physical layer technology, protocols or 
provided services, a data network of a smart grid should 
have its robustness assessed against data and privacy 
protection. Mostly standardization bodies consider security 
as strongly dependent on authentication, authorization and 
privacy technologies [35]. 

Although there exist several legacy cyber security 
techniques developed for enterprise and home networks, 
smart grid presents quite diverse communication 
requirements which make reuse of these techniques not 
directly possible. To be reused or adapted, cyber security 
techniques for such networks should carefully consider 
smart grid requirements of scalability, real time 
performance, and continuous operation features. The main 

differences between an existing complex communication 
system (e.g., the Internet) and one aimed at smart grid 
communications are shown in Table 2 [35]. Other research 
papers have approached the engineering requirement 
specifications of the communication support needed in a 
smart grid [36][37]. 

Table 2: Differences between the internet and the smart grid 
communication network. Adapted from [35]. 

 The Internet 
Smart Grid 

Communication 

performance 
metric 

throughput and 
fairness 

message delay 

major traffic power law (large 
amount of 
aperiodic traffic) 

mainly periodic like 
measurements, 
sensor readings. 
Alarms 

timing 
requirement 

delay sensitive 
(100ms), jitter 
sensitive (soft 
real time 
requirements) to 
best effort 

time-critical to best 
effort 

communication 
model 

mostly end-to-
end 

two way, limited 
Peer-to-Peer, 
heterogeneous 

protocol stack IPv4, IPv6 proprietary, 
heterogeneous, IPv6 

 

The application of security mechanisms  in smart grid 
communication networks may require deployments on 
several communication layers: firewalls, virtual private 
networks, IPSec technologies, Secure Shell, SSL/TLS, etc. The 
security problem on smart grid has been approached in 
several research papers: [38] characterize cyber attacks on 
smart grids based on temporal anomalies; [39] presents a 
security model to AMI and methodologies based on a 
quantitative information-based exposure metric to evaluate 
the completeness of implemented security mechanisms; 
[40] consider the use of Petri modelling of large 
infrastructures of smart meters to represent coordinated 
cyber-physical attacks on smart grids; [41] studies about 
smart grid protection against cyber attacks. This last paper 
approaches the problem of moving from a proprietary 
architecture to an open and interconnected automation 
platform and the major security challenges to overcome. 

Solutions to increase security of a smart grid communication 
infrastructure, whatever they are, should take into account 
system reliability, for example, hard real time requirements 
of smart grid applications should not be violated [42]. 
Although solutions based on usual Internet protocols 
(TCP/IP) are very appealing [43], they are not meant to 
support real time requirements of energy systems. These 
particularities of smart grids, besides the motivation of 
independence of proprietary/closed solutions/equipments, 
lead users, service providers and energy/equipment 
suppliers to join efforts to specify open communication 
protocols [44][45], following similar efforts of 
manufacturing and control process automation. The 
specifications for such a communication system have been 
difficult to develop, however, because it needs to support a 
great variety of applications, many of which have not yet 
been developed [46]. 
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Of our particular interest is the communication system of a 
metering system aimed for billing purposes and load 
demand control. One typical deployment of such system is a 
centralized measurement system where all sensors are 
concentrated in one location (hub) and meter displays are at 
customer premises. The measurement information can be 
wirelessly or through wires forwarded from the hub to a 
node of the data distribution system. The automation of the 
reading process should: 

 gather data periodically (monthly, weekly, each 15 
minutes, etc.); 

 associate this data to some specific tariff period 
(Time of Use -TOU, the price of the energy when it is 
used). The time period may or may not be updated 
through the communication system; 

 display the actual value of consumed energy and 
TOU to the customer; 

 provide data protection to customer data and 
embedded software on the meter, as well as during 
transfers. 

Among the communication protocols already standardized 
to metering devices in Germany are the M-Bus and its 
wireless version as defined in the technical directive about 
security [47]. 

Few examples of cyber incidents targeting the meter 
communication systems are: 

a) denial-of-service (DoS) attack exploring protocol 
flaws or through jamming the wireless transmission. 
Countermeasures for DoS attacks include frequent 
checking and updating of protocols. Jamming can be 
minimized by using spread spectrum technologies or 
temporal redundancy. 

b) privacy violation by capturing electricity usage 
information in order to profile consumers [48] 
(eavesdropping by listening on open wireless 
transmission, for example). Countermeasures 
include the use of cryptographic solutions and 
simple value masking schemes [67]. Whether the 
procedures of secure key management are 
mandatory or not, a trade off with respect to 
cost/complexity should be carefully considered 
when developing key management schemes for 
smart grids [49]. 

c) metering protocols DLMS and IEC 60870-5-102 
implementations: they can have functions to read 
metering data which do not require a password, and 
configuration/disconnect functions that require the 
operator password - making them vulnerable. 

d) master-slaves implementations: a “man-in-the-
middle” device can be inserted between the slave 
meter and its master to change measurements 
values, ask for or avoid remote disconnection, etc. 

3.3 Security concepts 

One approach to data protection known as Privacy by 
Design (PbD) [50][67][68] is of particular interest of the 
Smart Grids Task Force of the European Commission (Expert 
Group 2). Based on this approach, the group established 
recommendations for data safety, data handling and data 
protection [51]. Implementations guided by privacy by 

design principles apply so-called Privacy Enhancing 
Technologies (PET) defined as “a system of ICT measures 
protecting informational privacy by eliminating or 
minimizing personal data, thereby preventing unnecessary 
or unwanted processing of personal data, without the loss 
of the functionality of the information system” [52] . 

Among the approaches to preserve consumer privacy in 
smart grids are suggestions for privacy-preserving billing, 
e.g., by means of zero-knowledge proofs and homomorphic 
encryption [53] or for separating data needed for billing 
purposes and data necessary for power generation and 
distribution [54]. The rationale for the latter is the fact that 
billing data must be securely attached to consumers but can 
be collected in longer time intervals (e.g., monthly) while 
data necessary for load balancing is required after shorter 
periods but can be anonymous. Other approaches aim at 
obfuscating consumption data by applying aggregation and 
homomorphic encryption (e.g.[48] [55]). 

Trusted Platform Modules (TPM) enforce specific behaviour 
and protect a system against unauthorized changes and 
attacks such as malware and root kits. The use of TPM 
within smart meters was suggested to ensure the 
authenticity of the software executed on the meters [56]. 

As computing has expanded to different devices and 
infrastructure has evolved, the concept of trusted systems 
extended well beyond the computer-with-a-TPM to other 
devices, ranging from hard disk drives and mobile phones 
[56]. 

In Germany, a protection profile specification aimed at a 
metering gateway as well as companion standards are on 
their way (the security standard is not limited to energy 
meter but all smart meters) [31]. The protection profile 
defines minimal security requirements smart meters have to 
fulfil. Smart meters will be verified based on this protection 
profile and will get a certificate confirming the fulfilment of 
the protection goals. Technical details regarding the 
implementation of the protection profile are given in the 
technical guideline [57]. 

In order to prevent unauthorized accesses by attackers from 
outside, only the gateway can establish a communication to 
an external entity. However, the gateway administrator may 
need to contact the gateways immediately in some cases. To 
ensure the reachability of the gateways the protection 
profile allows a so-called wake-up service: The gateway 
administrator can send a digitally signed and encrypted 
wake-up message that contains a time-stamp to the 
gateway. The gateway decrypts the wake-up message and 
verifies the signature. If the signature could be successfully 
verified, the time-stamp is checked; only messages sent 
within a certain period of time are accepted to prevent 
replay of messages. If the message could be accepted, the 
gateway initiates a connection to a pre-configured external 
entity. 

4 Brazilian meter regulation on data security and 
privacy - main players 

Successful roll-out of smart metering systems depends on 
regulatory authorities, governmental and legislative bodies. 
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These institutions play a significant role in assessing costs 
and benefits of smart metering deployments, setting up the 
roll-out scheme and monitoring the actual implementation. 
Without a clear legal and regulatory framework, market 
parties will be reluctant to commit themselves to the 
investments needed to set up a whole new communication 
and metering infrastructure. This would deter a smart 
metering roll-out and lead to inefficient results. 

The legal and regulatory framework will certainly have a 
decisive influence on the overall costs and benefits. This is 
particularly true in the case of a mandatory roll-out where 
the framework should set the responsibilities of market 
parties, time schedules, new tariff schemes, and minimum 
functionalities. Moreover it should explain clearly how the 
investment and operating costs will be accommodated in 
tariff regulation. 

In Brazil, this role belongs to Brazilian Electrical Energy 
Agency (ANEEL), an agency established to regulate, 
authorize, police and if necessary punish private authorized 
companies working in public service in the electricity 
market. Besides ANEEL, the following stakeholders also 
influence the referred roll-out: 

The Brazilian Association of Technical Standards (ABNT) 
together with INMETRO are responsible for establishing the 
certification criteria for electronic meters and for smart 
grids. These players will define adequate metrology and 
conformance policies according to technical specifications 
defined by ANEEL. Among their challenges is the 
specification of services and protocols to be provided by the 
meter communication support aimed at the Brazilian 
market. Further, they need to provide a guarantee that the 
software inside the meter is exactly the one approved by 
INMETRO[6]. 

Meters manufacturers, solution providers and the Brazilian 
Association of Electrical and Electronics Industry (ABINEE): 
for those players, the roll-out of smart meters represents a 
new market but more security mechanisms represent 
increase of cost and investment in an expertise on a field 
not employed on the traditional meters. ABINEE sponsors a 
project called SiBMA (Brazilian System for Advanced 
Metering), whose main goal is to design and prototype a 
technical solution for remote controlling meters, and for 
automatically collecting consumption data from electricity 
meters in the Brazilian residential and industrial market. The 
project aims at developing a set of open communication 
protocols intended to resource limited devices. Another goal 
of this project is to produce a technical specification of an 
architecture and protocols to be submitted as a possible 
national standard for smart metering devices [58]. 

Power distribution utility companies and the Brazilian 
Association of Power Distribution Companies (ABRADEE), 
which are concerned about their economical balance: They 
need to evaluate, whether benefits from utilizing data of 
smart metering systems (e.g., profits saved by reducing 
electricity theft, better demand response, better 
distribution control, fast response to system failures, etc.) 
justify the necessary investments in infrastructure to 
support the new technology in the considered time period.  
In fact, electronic meters have a lifetime lower than the 
current depreciative rate considered by ANEEL, which poses 

another decisive factor to the distributor when it comes to 
investing in smart meters.   Considering meter security 
aspects, they are concerned about protecting measurement 
data against any forgery. 

Customers and the consumer protection organizations (in 
Brazil, PROCON): consumer resistance is probably the most 
difficult barrier to mitigate. Examples of consumers heavily 
opposing smart metering deployment can for instance be 
found in the United States and in the Netherlands [59]. In 
most cases, consumer resistance can be driven primarily by 
two reasons: Consumers might fear that security and privacy 
of data gathered by smart metering cannot be guaranteed 
and hence unauthorized parties might have access to 
private data. Consumers might also fear that they would 
have to bear the costs for deploying a smart metering 
infrastructure or that new (time-of-use) tariffs would lead to 
higher energy costs, whereas benefits for consumers might 
prove to be overestimated. Finally, depending on granularity 
and delay in displaying  consumption information, the 
consumer will not have the same possibility of assessing the 
measurements like on an electromechanical meter. For 
example, with an electromechanical meter, the consumer 
can turn off all equipment and immediately verify if the  
mechanic disc of the meter stops. If it does not, there is an 
unknown source of consumption. Such an approach might 
not be possible with a usual smart meter. 

Meters intended for billing purposes in Brazil must be 
certified by INMETRO.  As far as data security is concerned, 
INMETRO ordinance about energy meters states: “An access 
protection through password should be available to block 
non-authorized access to programmable meters, avoiding 
non-authorized changes on metrological parameters and 
registered data file, whenever the sealing device of the 
optical port is not available [61]. 

ANEEL should provide a balance between all players in 
benefit of the Brazilian society. The issue is not simple: 
stakeholders have different needs, and furthermore, the 
cost of the meter must be affordable. Costs and benefits of 
smart metering depend on the technical specifications of 
the meters and the rolled-out infrastructure. In 2012, ANEEL 
launched a regulation for energy metering systems [59] 
establishing deadlines and terms for TOU implementation 
and electronic meters. As far as remote communication 
systems and security are concerned, the regulation states 
that If the metering system provides remote 
communication, the distributor should adopt procedures 
and technologies that assure the security of the transported 
data, especially those of personal individuals collected at 
consumer premises. The distributor is not allowed to make 
available any data collected from a consumer unit to third 
parties without the consent of the owner. Apparently, the 
security concern, according to the ANEEL regulation text, is 
based on the hypothesis of a meter system with a remote 
communication system. However, even without remote 
communication, data can be stolen directly from the meter 
by tampering the device and reading its memory. Also, 
flawed software/hardware and programming codes can also 
cause intentionally or not access to personal user data 
directly from the meter. Also, the meaning of the word 
“security” was not clearly defined in the aforementioned 
regulation. Depending on the perspective [60], security can 
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be interpreted differently: in communication and computing 
systems it usually refers to cyber-security, requiring the 
smart grid to be designed to defend itself from passive 
(eavesdropping, sniffing) and active (DoS, man-in-the-
middle) attacks, for example. While in power systems, 
security issues comprise intentional physical attacks, 
(un)intentional human errors, self-system malfunction due 
to bugs, or severe weather affecting the system operation 
and energy  provisioning (for example, energy dependence). 
In [9], the impact of regulatory intervention on Smart Meter 
system it is discussed from the ANEEL point of view. 

5 Discussion and conclusion 

Smart Grid deployments pose challenging quests towards a 
sustainable society. We limit our discussion to one of the 
first steps of this pathway: smart meters, that is, the 
metering device as the basic component to AMR for low 
voltage consumers on customer premises. We also assume 
the communication system for remote reading and 
actuation is limited to the first data concentrator that 
collects data directly from meters, wired powered meters, a 
stationary node distribution (static topology).  

This paper points some approaches to be considered when 
designing systems to cope with modern security and privacy 
preserving techniques. As pointed out at section 3, by 
considering at design time the use of trusted platform 
modules not only costs but also homologation process time 
like that required by INMETRO can be reduced. Also, by 
avoiding direct enquiries to the meter from an outside 
network, wake-up approaches based on signed, digitally 
encrypted, time-stamped message can be used to provide 
secure data request and transfers. It is also important a 
careful choice of communication protocols and technologies 
to provide the necessary security level aimed by the 
application but still matching its timing requirements. 

The present regulations about of smart metering systems 
aimed to billing purposes for the Brazilian market poses 
some challenges to energy distributors and manufacturers. 
Despite the alleged benefits of smart metering, market 
parties will not in all cases adopt smart metering voluntarily 
or willingly. Moreover, if they do aim to, their efforts may be 
hampered by existing barriers. For example, by now, it is 
hard for manufacturers and utilities to plan how many 
customers will opt for the new meters in which period of 
time – a guessing game that also depends on how informed 
customers will be. The literature reports [14][59] that 
actions to provide consumer education are crucial to 
successful smart metering deployments, not only to achieve 
energy-savings or a smooth transition to a prosumer 
environment, but also to secure the smart grid critical 
infrastructure. Despite the ANEEL regulation states that the 
utility is responsible to develop information campaigns [63], 
it is not clear if it also their duty to clarify about smart grid 
implementations. For example, if a customer decides for 
TOU he/she should be aware that the energy consumption 
during peak time must be avoided or his/her bill can 
significantly increase.  

Whatever the strategy adopted for a massive rollout of 
meters, together with scalability, security and costs 
concerns, consumer’s concerns should be not ignored. 

Currently, the topics of data integrity and tariff reduction 
are more discussed than security in Brazil. Advanced smart 
metering systems are more expensive than basic smart 
metering systems and the same happens to security 
mechanisms: more protection represents more costs. ANEEL 
regulation defines only minimum requirements for smart 
meters: further functionalities, including additional data 
protection and security are optional and imply additional 
costs. It does not mean that security is not a concern in 
Brazil, moreover, one has to expect that concerns will arise 
when the Smart Grid is deployed. Studies have revealed that 
consumers who claim to have the best understanding of the 
smart grid are the most concerned about the smart grid’s 
impact on their privacy [64] and will be the first to argue 
against the lack of security. Consequently, security as a 
whole must be considered by design. If not, the complexity 
to introduce security after the implementation will lead to 
larger costs.  

Also clear from the facts is the need of qualified IT 
personnel in security subjects. Again the problems posed 
require a decision about who should be in charge of the 
qualifying costs. Engineering and Computer Science schools 
must have their curricula adapted to include basics and 
higher level courses of IT security. Further, business 
management courses should include information security 
contents to prepare new generations of managers aware of 
the security risks of the new integrated infrastructure of 
smart grid. Particularly in Brazil, most consumers have none 
or little school background to understand IT security and/or 
energy basic concepts. Hence, fact sheets, consumer guides, 
meter displays and billing accounts, etc. should be 
presented in a user-friendly way in order to increase the 
benefits of smart grid deployments. A fully interdisciplinary 
team will be needed to work on these subjects. 

In spite of the fact that goals for smart meter systems were 
somehow different depending on the country context and 
regulation aspects, common problems pose for consumers 
or companies about data on meter/gateways: how to 
protect its integrity?  How to ensure only authorized access 
on it? By now, Brazilian solutions still rely on non-
standardization of the communication support and a generic 
ANEEL regulation about it. As far as we know, in Brazil, there 
is no clear leader heading the discussion about security 
issues on metering systems. As approached by ABINEE, a 
relevant concern should be the interoperability between 
different meters, communications infrastructures and 
metering management systems [65]: in this sense, efforts 
should be taken to include major players of metering 
systems (gas, water) in standardization task forces to reduce 
biasing that could favour particular players of the metering 
market. 

In Europe, efforts have been conducted to make better use 
of standards already in use providing a stable framework for 
metering system deployments. The mapping of actual 
requirements of smart metering systems to existing 
standards has provided a clear picture of missing points of 
standardization. Standardization efforts are now focusing on 
task forces to fulfil only these missing points instead of 
creating new standards.  
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Finally, we show that new approaches considering security 
should be adopted at designing metering systems. Further 
research is under development by the authors to assess 
robustness of the security solutions taking into account 
system scalability and real time requirements. 
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